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People trust different organisations differently with data

People consistently said that they would trust their
f’ own doctor with their DNA and health information.

But were much less likely to say they trusted
anyone else, particularly companies.

And organisations outside a person’s
own country are trusted even less.
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[https://societyandethicsresearch.wellcomeconnectingscience.org/wp-content/uploads/2021/11/Your-DNA-Your-Say-infographics_Nov2023.pdf]
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The American Journal of Human Genetics 2020 107743-752DO0I: (10.1016/j.ajhg.2020.08.023)
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Ranking of what might help people trust

1. Information about who will benefit 6. Details about sanctions if your data
from the data access is misused

2. The option to withdraw your data 7. The ability to access your own data

3. Knowing who is using your data 8. A website that explains the pros and
and for what purpose cons of data access

4. Information about how others will 9. Being able to communicate directly
benefit from the data access with gatekeepers of your data

5. The option to opt out of having your 10. Biographies and photos of researchers
data accessed by other researchers who would access the data

[https://societyandethicsresearch.wellcomeconnectingscience.org/wp-content/uploads/2021/11/Your-DNA-Your-Say-infographics_Nov2023.pdf]
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Data governance is stuck in the paper
age

personal v. non-personal

human v. non-human

data types instead of data uses

lack of adequate protection of data from
deceased people




The Relational Nature of Data

Data # Isolated Facts

* Data emerge from relationships (e.g.,
patient-doctor, user-platform)

* Data cleaning removes context

[Prainsack B (2025). “Our Stakes in Data: How Do We (Re)Gain Democratic Control Over Digital Practices? In: Jurgen Goossens, Esther
Keymolen, and Antonia Stanojevi¢ (eds). Public Governance and Emerging Technologies: Values, Trust, and Regulatory Compliance. [image: Mario Verduzco @unsplash]
Cham, Switzerland: Springer. 131-147.]




Relational Data, Real Consequences

Invisible Labour, Invisible Contributions

* Data comes from social infrastructures:
education, public health, broadband

e “Data as oil” is a misleading metaphor

[Kitchin, R., Davret, J., Kayanan, C.M. and Multter, S., 2025. Data mobilities: Rethinking the movement
and circulation of digital data. Mobilities, pp.1-19.]

[Birch, K., 2023. Data enclaves. In Data Enclaves (pp. 83-105). Cham: Springer Nature Switzerland.]

[Prainsack, B., 2020. Oil crisis: the political economy of digital data. Policy Studies, 41(5), pp.563-566.]
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Data Solidarity

New Questions Emerge:
* Who contributes to data production?

* Who benefits from it?

 How can we share responsibility and value more fairly?

[Prainsack, B. and El-Sayed, S., 2023. Beyond individual rights: How data solidarity gives people meaningful control
over data. The American Journal of Bioethics, 23(11), pp.36-39.]

[Eitenberger, M., Prainsack, B. and Sabatello, M., 2025. Consent at the Ease of a Click? Technosolutionist Fixes
Cannot Replace Human Relations and Solidarity. The American Journal of Bioethics, 25(4), pp.121-123.]

[image: Toa Heftiba @unsplash]



Affiliations & Notes W/ Article Info ™/

Data Solidarity

A New Approach to Ethical Data Governance

Data solidarity: a blueprint for governing health futures

THE LANCET
Digital Health

MANY BENEFITS FOR PEOPLE

o

TypeA
Data use should be supported — Pillar |

 Fairness, reciprocity, and shared benefits

Harm mitigation instruments are in
place — Pillar Il

* Responds to both risk and value

TypeC

Data should not ho ahead unless risks can
be reduced to an acceptable level

Harm mitigation instruments and
remedies are in place — Pillar Il

LOWRISK ©

distribution

TypeB

Commercial profits resulting from this
data use should be shared with the public
(also considering global justice) — Pillar Il

Harm mitigation instruments and
remedies are in place — Pillar Il

o

o HIGH RISK

TypeD
Data use should be prohibited

Harm mitigation instruments and
remedies are in place as it is conceivable
that harms occur nevertheless if data
users break the law — Pillar Il

NO BENEFITS FOR PEOPLE



The 3 Pillars of Data Solidarity

01

Support high-

public-value uses
(e.g. climate,
health, education)

02

Prevent and

mitigate harm
(bias, opacity,
unfair profiling)

03

Ensure fair returns
(taxation, benefit-
sharing, community
return)




When does data use have public
value?

‘if it can be plausibly assumed that the data use will have clear benefits for
either many [people], for society as a whole, or for future generations,
and no person or group will experience significant [and undue] harm.

for underprivileged groups than for privileged people, due to the overall
lower baseline, and potential size of impact’ ]

»
[...public value] is more pronounced if the benefits are likely to materialise ” ‘
'3

[Prainsack & Buyx. 2016. Thinking ethical and regulatory frameworks in medicine from the perspective of ' '
solidarity on both sides of the Atlantic. Theoretical Medicine and Bioethics 37(6): 489-501, 493.
See also Prainsack & Buyx. 2017. Solidarity in Biomedicine and Beyond. CUP. p 97] q



PLUTD pluto.univie.ac.at

PUBLIC VALUE ASSESSMENT TOOL

PLUTO - Public Value Assessment Tool

Understanding and governing data use for the betterment of society has become increasingly
important. Governments worldwide are formulating strategies to release 'high value' open data with

the aim of benefiting the environment, economy, and society as a whole.

The tool asks 25 questions in four categories: pLUTO

PUBLIC VALUE ASSESSMENT TOOL

¢ Information about the data user
¢ Benefits of the data use

¢ Risks of the data use

e Institutional safeguards
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Tool https://pluto.univie.ac.at

Politikwissenschaft

High benefit 1

Evaluating Public Value in Practice

Criteria: Benefits, risks, inclusion,
redistribution

Three zones:

* |V] Facilitate

/\ Mitigate / Share
¥ Prohibit

Low risk High risk

Low benefit




Your result is ready to be analysed

Export results

You have answered 15 out of 21 questions.

6 of your answers impact the riskiness rating and 9 of your answers influence the benefit rating in your result.

High benefit

Low risk High risk

Low benefit




The benefits of the data use would be
higher...

e if the motivation for the data use went beyond
generating commercial profits, and prioritised

the collective good

e if the data user had previously ensured that
their data use benefits people in low and

middle-income countries (LMICs)

e if the data user ensured that their data use also

benefits future generations



The risks of the data use would be
lower...

e if the data user complied (better) with

information requests regarding data use

e if the data use posed lower informational risk

to people

e if the data use did not entail possible risks for
groups afforded special protection under the

law

e if there was a lower risk of the data being used
for purposes other than originally intended
(dual use)

e if the data user had a (better) risk assessment

in place



Click on the links below to explore the terms included in the data solidarity glossary.

Download the Glossary

Data Solidarity Glossary

Section 1: Solidarity

1.1 Solidarity 1.2 Data solidarity 1.3 Digital solidarity

Learn more 7 Learn more 7 Learn more 7

1.4 Digital justice 1.5 Data justice 1.6 Public value

Learn more 7 Learn more 7 Learn more 7

Box: The public value assessment tool (PLUTO)

Learn more 2

Section 2: Data governance

Explore the
2.1 Data 2.2 Data governance 2.3 Data stewardship G|ossary

Learn more 7 Learn more 7 Learn more 7




Putting data solidarity into practice

A guide for public and private organizations,
authorities and policymakers

September 2025

Explore the
Implementation
Guide online
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Public value
assessment

Putting / \
data
solidarity
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t . I';'I:" evaluate changes & public value
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Example of improvements made in data use and data governance
following a PLUTO assessment

PLUTO ] Type B ] Adjustments
assessment #1 data use made (Pillar Il)
Continuous I Type A | PLUTO

monitoring data use assessment #2




Proposed decision-
making and
governance structure

Harm Mitigation
Body (HMB)

Steering Committee (SC)
oversees |Band RB

Individual submits
claim to HMB

Advisory Board receives
annual reports from SC, IB
and RB, and uses these to
develop national standars/
guidance documents

Investigative
Branch (IB)
performs initial
assessment

|

Reporting Branch
(RB) records claim
for monitoring
purposes

Claim rejected

Individual appeals;
Appeals Panel
(AP) reviews case

J

Case referred

Claim rejected back to IB

Harm is found to be
potentially significant,
undue and with plausible
connection to the data use

Further information
collected

IB determines
harm caused and
that it does not
warrant financial
support

Individual informed of
decision; other forms
of support offered if
applicable

IB determines
harm caused and
that it warrants
financial support

Claim rejected

IB reviews case to
determine level of
financial support

Individual informed
and financial support
dispensed



Follow the Data Solidarity Project
on Linkedin

Follow DTH-Lab on LinkedIn
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